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Governments, businesses and educational institutions
should be making cybersecurity a top priority, a leading
expert told a class of the Center for Homeland Defense
and Security’s Executive Leaders Program.
Brian White, managing director and chief strategy
officer at the Chertoff Group, a security firm, recently led
a classroom discussion on cybersecurity.
"We didn’t come up with any solutions. We discussed
what our cyber doctrine should be. Cybersecurity is the
21st century threat," Smith said during an interview after
the class. "It is critical to homeland security. The
Department of Homeland Security has the authorities to
take an active role in cybersecurity, including its ability
to articulate policies for our dot-gov domains as well as
their ability to share information with private-sector
entities."
Rather than suggesting or seeking solutions, the two-hour session was more of a discussion of the pressing
questions surrounding the issues.
Among the questions deliberated: Who owns the networks? Who is responsible for combating cyberattacks? When
a private entity is attacked does the United States government have a responsibility? With the increasing overlap
between the private sector and the public sector, what rules of the road govern that relationship?
"The country faces a persistent threat and we need more policy coherence in what types of actions and appropriate
responsibilities our government institutions should have in addressing that persistent threat," Smith said. "Those
thorny questions have yet to be addressed."
The challenge is that cyberattacks are generally anonymous and unattributed.
"It’s difficult for the government to respond to an attack if they don’t know who actually committed the attack," Smith
said.
The homeland security challenges surrounding cybersecurity have gained importance in recent years with reports of
attacks becoming commonplace and formulation of government-backed initiatives to address the problem.
During fall 2011, CHDS began incorporating cybersecurity concepts into each of its course offerings, a move Smith
applauded.
"If a program such as the Center for Homeland Defense and Security wants to remain at the forefront, which it is, it
needs to incorporate cyber into everything it does," he said.
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